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Abstract 



PROBLEM TO BE SOLVED: To provide a security management method for facilitating transition from a 
present user authentication system by a user ID and a password to a single sign-on by the utilization of a 
certificate. 

SOLUTION: A job is requested by transmitting the information of the certificate from a client 8 to a job server 6 
and the confirmation of the certificate is requested by transmitting the information of the certificate from the job 
server 6 to an integrated authentication server 2. The integrated authentication server 2 confirms the 
certificate, then obtains the security information of a user from a server 3 and checks the right to access the 
job server 6 of the user. At the time of appropriate access, the user ID, the password and access-to- data 
control information are sent to the job server 6. The job server 6 performs the authentication processing on the 
user and manages the access right to data thereafter. It is similar for a DB(data base) server 5 as well. 
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<t i •*-•*> -tz* * y ?w mwtrm. 

* ? i?Zft l>. JE%X&tnm®V-->^3.— f I D t 
a^^-^'CCfc-^r^— ?f I D 

1 1 2*g©-fe * ^ =r -< mwism. 
my--;wmt7-?z>tm$E<DmmmMk. &mmv—^ 

"T Z 7 if -tz * JSJEff m i. Z £ fcrt* -5 C <!: ic J: -> X a 

•^•-/<Siy ; «c^igiiEf---''?*itBi:«:amBrf«^* »h9 

(a) ^^^T^hip^mmv-^^Lxmrn^iT. 

3fcaEHJiE©ta$8£S<I U ( b ) ^SEWaE*iiE^-C* •£ 
C££J£I2L. (c) l£aE9JaE<D:x— tf*igE^8lf-^ 
CCT*-fe*T-3ffilE#*-5a>§a>£? 1 ; t ? : ?U (d) 

( b ) Rtf ( c ) ©^ * ? ^^*sssr*n«i^i8 

If-^'K J>>T&:x-1f©I2aE£tT5 <t 5 tCSfc:*— tfCD 

Csi*s5] hy-^?r/hLT^^-rr>h. mm 
y--'*Rvm^mEir--'ii!>mKicMm*im%:* vyv 
~2isZ7-i±(,c&^xgM'£t&my---^icj:-z>xu?>m. 
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7AT<b-,r, fg7*a4/^Att£TF©*-r ? 7"£^t? : 
(a) ? : 5-<7>\-frt>mi<Dm®V--'*$:&&LXm 
(sZMcz.— *f I Di^U7- KfcSflU (b)g[^ 
-If I D ©^.— !f ^ 1 <DWm-*-^lC7 iP -fe^T-Stl 
(Edi***^*^** (c) (b)Ofi-;* 

^**JS^r*n»ga— »f©— mmtemMSEiftm 

L. <d> S&l©|g&t^w^•£j|f£l,-c*7-^7>^■^ 
&IiEl^BaE ; &jMfIU ( e) ^7-fT> h^<=>H2©^8 

io v-'-<*m&Lx&m2titc3imwm<Dtfin$:$:mL. 

( f ) SEUBJaE*sjE^-C*5C ££6l!2L. (g ) 8SE 

wwifx^u (h) (f)so'(g)©? 
* 9 f&gk&s^xiibtutmzommv-'-iiix^xm 

^-■V<DV2.m*l7*>£.'>lC&3.-y i <D3.--<f I Di^X 
[000 1 ] 

20 -^I:ft4^7 h7-i'^fA(D-b + a'Jf -rtl 
[0 00 2] 

[0003] JE«*f f-^-i'^^^A^fiJffl-rSa- 
tf^-jcgS-r^^ffiiLt:. ^^.««fH¥6-2 2 3 
0 4 l^lfiK:sa«SSn-5«fc^{C^J«^0fflA^««!:fiJ 
*f^SI{C J; o rBf#f fc L/ /ctSffl «:SEWS <!: 
40 LT^ffL. 5pJffl^*iC©5E??S ; &fiJffll/-C^-f-A{C 
Q^-f>t5^)!li*5. £fc#ffcix*7-A£^£-r£ 
•fe+ayf^fl^tlt, m«1#K¥8- 1 06 
4 3 7^fS(Ciet£3n-5<t^{C t J.— !f#5-?-<D*-A 

fc»ra^7-l 4 1 2 9 6^g&;"*5 YV-iP Y * 
-O^tcifi^X^^'JT-i ^-gar-STTP (Tr 
usted Third P a r t y ) ^rtJW. ^. 7 Y 
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[0004] 

ft*. 

[0 00 5] *«W<DaWtt rltfOa- if I D 
•7- FKJ:Sa^ifB8B6r^6IEWiE©«ffl«cj:S^ 
> £';Hf > * >^CM£fr £3 A «c-T*J:5tt-fe**y 

[0 00 6] 

S**ffC^ aE^BaE-9--^f(cJ:->riEWH©tts8iJL 

J: *Bff *fr 5 -b * * y f- a gS^ft^r^ifi: i T£ . 
[0007] tt*s«s^SiE^-^<(c J: EWiEtDltB 

*-*3r^*fft\ iESt?*tl«*«1f-/^a--!f I D 
i^X7- F*3HfU »»*-M{cJ:^T3.-1f I D 
i^7- KCc«fc5S8SE*:ff5 J:5K:ort <kl». 
[0 0 0 8 ] *5-f7> F*6>SHB5lf- 

*S5*-^6«^BaE^-^Stta-1f I Di 

[0 0 0 9 ] *fc#isg§H:. ^^ri/hecj^rs'* 
f*A^(Da if A >#»6 n ^7 ^-ccora-CiK^iSiE-y-" 
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<DTi7-b*m&<D** vi?1&Sk*&ts-k** 'Jf -f 

<Dm&%T?txmMffiU£LX%mL. iP^AT^Y 
#SB»-r * T 5> *XJWS»*±tt£BBW-- /WSB»T 

[0010] S6tc«c^l2iI-y--^*CCj:or^K0Dj 

[0011] 

[ 0 0 1 2 ] h 1 3*^Jtag«<o* * h 

20 V-i? 1 OCCtt, F7-^yXfA 1 <hffe±g£ 

(DB)t-;<5. *»-y--^6, iffr-?*? 
*Tif-^4, ««fffltN-<r?i 7, SEWSKfTif-'i 1 
8^<D1f~^#Jgiia3ft5. DBt-ASS^tgf- 

4tt % ^^^r>F8^S^<D^^-r-^--[iiS^o 

-If <DT i? -b ^ $iiait#$g <b * 6 -fe * * y f ^ tf «* 

*>642+* y^-/«#B*W»Lrat.— !fa>DBlf-^5 
&^S5-y--yS6-cr>Ti7-t:^^i^5 1 3: sr ^r-S*- 

40 t*a i rtrcD^#ftamr^r*v>c jriii^^strs 

^« SE9ifiE«ff tf-^ 1 8 tt. tt-&BiE*-^<2*6© 
50 ?efc^7^7>h8Rt;SSf-A(cj: 0 t§^S^ 



* 0 nJffi*BBtt»#±fcHfttb S titc a > t a - £ 

[00 13] #5<{T>h8JUtito&m*7 b<7-2is 

MSEOt»«*A* «D B IJwc 5 n ^ >T 
DB*--^5Xtttt^S2IElf--^ , c2 3&i!iEWEOai 

^f£ 0 7*HzX*IK#**itf, DB*-^5^a- 10 
If ID. ^9- Ktti'cr>s8at»«*260. DBIf-^ 

J6»«ra#«7b. &«cs»trw*e ten y-f 

^^-fT>h8tt"r-C(CA*»*<DaEWBESSIt»1»- 

«c<tor8E9iaE*«tfL, ««*^r>h8Ht. js«© 

s/>y^^>*>*spj«Br*4. 20 
[0014]H2tt, ■fe**y-7w»«*fiffiT4*- 

Hr*4. *-A3**A-r4«rK:**-Ac:i(cea 
a, 77 , 'j^$/3>7 , p«a?) ccng-r^-fer*^ y 

-f<£>. CCCCLDAP (Lightweight Da 
ta Access Protocol) ti % IETF 

S*<Dtw h y 7 ^-fe^^'n hn;Ur£>£ 0 30 
[0O153H3B, LDAPJgaotfHROWiLT, 

(*§C7>#Y Xm<DWMBtt, 

y > a te^oyscMx. t $ *fe x pj-r & ^ - tr <d t 2 -fe 

[0 0 16] j|iap*-A©ACL (Access Co 
ntrol List : 7*tXWaiy^ h) fl|«tL 50 
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>-te+^ y^-rcDS^cDMiffBW, "fe+^yf-Yspys^ 

ayf^'i^^ aWBSfSDSA (Domain 
Secur i tyAuthor i ty) £3£gl/Tt> 
BnJ-fe** y-^-/#yS/-f tt. Witf#'jV^#f 
** 1 5 *r<7>^-tfCC*»-9--7<6CT)T^-fe^*SlF 

-^3#(sf$L, tt^^tfw<2#sffi**sw«rc* 

[0017] <Cto±gEOT^-b^«f»««OK3&>«: % * 

-if icot >r t> t z -b x*om»««^* 

*R. tf I Di^7- K<Ocfc5<cESE««, 3. -If 
©«-r*SBntBWM««. ^-tfor^-fexu-c^ (* 

or, «xtf#y^^»^4©a-ifttaias-y---y<6 

«*aJeiJt©^x— tf tc*t LXftfc<D%S®7 2-bA£¥foJ 
r*J:5 3CcJIfflfe?Itt-C*S. 

zi.-ifcD-fe+^ yy--/«««:»wr4*««^"riar* 
*. -b** yf--ftta«:an»-ri*iiHtctt, ldap^ 
nh^TOfn^. tt^sssE-tf-^tt. it i d 

ap_o p e n Tif-;< 3 tLDAP3*^'>3 
>^:5tAlL, I dap_s imp 1 e_b i nd_stc 
J:oTtt£SgSEtf-'<2 i-tf-^3i<DP H l<D*aaBSE4 
tfo/d*, ldap_searc h_s(C<fcoT^22 
Elf--/^2*^ rt-tfcDSEeaiES^ a-tf I D/cCi'* 
i^ff-r^i. ^-vt3*6«E^Sgffi1f-^2^s-€-03.-- 

if©-fe+^ y^-/fltfR*««r*. 

[0019]B5tt, ^^-YT> h 8 ©a— !f3Wife«* 
t6MMt*e>A*-r*4. *9-f7>h8tt, fiEMSEOW 

ol— tf (Deaffiir Hff^f t u r s Bta^ccttM u 



0 



5. sEwwLor-zmmzx. so9-cmjg.$tix*s 

B8^rffi^LTJ^4J:b&U EWEaWESttiCDr* 
4 C i ^filigT S. %CC*^H^^iMB&^ 5 o 
E§8ffi3W^aStt*>©'C*#i« (NG) . 

^*a9rr*. fTOa*«attfe<Dr*titt (ok) , 

4. «6^aaE*w?2tt. ^-IfOT^XU^Uiig 

°rr s §<d r * -fe ^nsm n « dtt&gKtsia u % 

I Di^9- K^e»3nrtr»St<0(C— at* 4*5 

W^-^If^ «fft*7-f7>F8*>6;*» 
©7 * -fe * g#*s* 4 C <b termor WBffiffl. t 

JHRtf-/< 6 *x»«:r ^-fe ^»** uratis 

T4. 

[0 02 0] ccDJ:5«cLrj|l»-9"--/'C6«:ffto4*» 
*ia*:»7Ufc«. SC/t^-^-4^7^7>h8 
<D*^»aecg|SKr4. :*-if#JWcDBtfwt5*a 

f 4<&g#&l,>. DBt-A5it JR^BEtf-;t2^ 

Eil3««Ctt^sga-9--^2tt. fi»{fc§ftfcE9§E* 
^— tf<D&H«r«#ftL/c«, EWECDMB*tfl». 
EQBSOStS&S <!: i3»jz --tf © D B If - >1 5 ^<DT 2 

u DBif-^5^r^-fex«i!Sifli«*amr4. db 
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fftS© 1/ it T 2 -fe * *«c*-3c > r fgje S n/cf 7 - 
pJ'*"4#»5a>*Sae-i-4. ^7^7>h8it D Blf — 

^t-4-r-^-<-^w:oc^rr^-i2^ss^#g^gsiii-r 
4 0 C©J:9«CLTj|B^#»7U a— fifiaif* 
7ZAjfJ-fZ£, *^7>F8ttffi»bfcri'-te*H 

TC»fcEWE<Dt»«*fli*-ra. *&&SHEtf--*2tt. 
' ^UfcT**^«HW*4«^BEtf--^2*ga»l / 

[002 n fefcias^a^JBccfet^r, Amccmes 

4 (c o ^ -f > r 4iS^ 6 (Hl«(OtoS#jiacc * 4 . 
[0 02 2] H6«. *»tf-^6&CfDBtf-'<5# 
EWE©rtS*IBKT4««* feo»^Dtea<D*JB* 
jR-THr**. H6<D#JIH* s ia5 0^JlHiS«c4*«. 
tt^^1f-^2©ftt)0CCjlt»1f-^6ZiCl f DB1f- 

^<5Wa-tfote*arBg#{tstifcEWE*^-ifcD 

4»B»ca^fl:Lfca, H9!E*«asr4*"C*4. § 
*»1f-^<*iE?BE©rtSf«rltE-r4fc«>ectt, EWE 

v F7-^^xfAi ccD^-Y>Lr*e>n^^^-4 
*r^a<D*je*^Tiar*4. ^-if^a^^^ 

-FSrA^-rSi, ^7^7>F8tJ, ^a^*<t^- 

if id. ^7-Ft«»if-^8^a«tir4. awtf 

rc»4t><occ— a-rs^s^KEftHiSrff 5. — aur 
c^j:t^«*»if-/N'6-s<Dr^-fex^m : 5-r4. —a 
l/Tt>4 4**»-!fw<6tt s ^BElf-^'2^g 
Ufc^-lf I Di^"xy-F*364. Sc^lgElf-^'2 
tt. 1f-^3^J.-1f I Dt^7- F^r^oTPgc^ 

y f* -f w $8 < ±ibq ^ * v *?%mt j: r> r a - tf 

***1f - / f 6KT^-feXT4 WR* * 4 * * * 
^T4o ^-1f(C*|R*sfjrWti« (NG) , ^-YT> 
h8^ny-f>^?i<oy 7 -b-t?%2Sff-r4. a-if 
K:flilH}W**iK (OK) , E9JE**??-*-*. COEBJ 
Ett— «f» «C J6«lf - j * 6 -^CD T ^ *fe X ft pj"T 4 S ft 
"C«fT3*i4fe©a©T. *<W«HWHtta#©fi9!E 

^■b^«IRfe$fJR$ti4o ^C«ctt^BE1f-^2B. m 
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W%E$:2UT>b 8^&mTZ> 0 2 5 A 7> b 8B. 
«ibfciE98iE*8ata8SK:*lftUfc©%. IKBFtf-^ 

*»*wa 5 c 1 4 (rc^cmor 9 -bxmwffim 4^ -if© 

■Ti. *fc*5-/7>F8tt, J9^ecE9!E<D«ttXI! 

C0 0 2 4] C©J:5«:LTj|»if-^e«:fft>sai85 
&3£**7Lfc&, :*-tf#DB*w<5*»Rl,fc» 
^^^7>h8«^L t CC^cfE0^II*KOaLr 
*«B#4 4fcCCDBt^<5^j£ffi'ra. DBt-^ 

SM>ttBS#*frS. *teBEir-;<2tt. ±fE<E>J:5 
tcEWE<DflHa*tTC», DB-^-^S^n.-— !f I D. 
^7-K*dtf7^-b^WfflW«*a©-rS. DBtf- 

i\ ZEar*ntfDBi^-/^5^or^-fe^>&i^pT-r 

<5. «^E<D<fc90c^^7>F8ttDBtf-^5fc 

****8*W4*>5a>*:8afrr4. *5-f7>F8« 
DB^w<s*««br««*aa*m\ mm^mco 
rah T^-fe^rir'-^^-^cc^iirT^-fe^HSW 

Ififittiflrv&XftT&t. *5-f7>F8ttEISl/fc 

7 * JlStfffR 4 * ibf^ L 7 * -fe X « *» 

* 6E98SECD»ff S*#*tlK, 2^-f7>h8ttCCD 

a. S*^-ifo^**yf'^»tt4 7^txttisiK:n 

H*s*S*>5*^* * ^T*. "Tftfofttt^BElJ'--'* 
2 #:x— tf <0*HWK©a<D7 * -fe^JHffitMlKC P - 
>9P*DE»#ttWtl«, ^«SMH*0itt*. *fc* 
©S<D D B tf-^ 5 <D7 * ^f^0DIB^#&l>CC 
**>6-r^-7-f 7> h 8ffliJCD7^-b^HMtf$B{CDB-9- 

-^5«c7^-fexo fcB2« -5 »£cc mm$> 9 4 & 

*fc*5Y7>h8*«»*-^6ZiCXDB1^--^ 
5 <D SV. £ ^ _ ^ 7 & -b * *T £ 4 & ^flF oJ<D 

-7 ^ 7 > F 8 ffllCD7 ^ ■fe*JlfiStlMR{CE»3 ft 
Tl>ftttPo1H*s£i;Tt»4. rajH**A-54* (YE 
S) , tt-&3ElJ--A«2 0:. *9*f7> h 8^S9§ECD 
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ttfttf (NO) % «6£BElf-^2te k EDKBfcfr*- 
8^EWECD*fT»#«aHtU EWESfefrfr-A 
1 8s6«EWBtjWfLT«^Ba*-/<2^afiL % ft 
£EElf-AC2#CCDE9§S*2>5-/7> h 
-5. ^9^7>F8«3©LfcE9§E* I C#- F> 7 

fr9C4#r*S. tO^fc^^^Bfcjctitt, s 
BE-*-><2. *»*-^6aCJfDB1^-^5«, H5 

[0 02 5] 0 8 (J, tt£BE*w<2jW.3.-tf<D7*' 

#W**-rBlr*S. 2?JT> b8 4tt^EEtf-^ 
2^^r*C4(cj:ora-lf<07^42XttiH*^* 

^*?A^<D-fe+* y7w«§*tettrr*c4 
20 ^6ec7^-bxi / riiiS5«a*ff-?'c^s4*. 

1f <DT t> -fe *3HJm#*S 4 £«(D7 £ -fe ^$«®t»fg 4*6 
7^-feX^x^^^r?Tl\ *<De**Stt7*-teXK# 
"C*ft^^7-T7> h 8^7^-fe^^pJ<D^ v-fe-y 

h8#n^=f:7t*gS*r*4 % ^^-Y7> F 8riH^^ 
ft/c^S^-1f{COCirc07^-fe^^S«fR^iK^ISE 

*-^2^aser4. jk^ise^-^*2«, ©c^ise-^ 

30 -^2*saKLfc7*-feXJBUH»« 1 ^7-Y7>h8* 

-tf©7^-bX«R#iEa*5*»*flSr*. tla- 
If ^ 7 * *te *XH^*0*e 7f-fe^*LtW4 
*JSrfttf. «^BElf-^2B3*^-1f©7^-feX 

[0 0 2 6] 3--1f<D^a7*H2XX«^a«J<C7^ 
■bx 4 lrpfi^©J: ^ ft^-^3&J*S. 
( a ) tt^Bffilf-^'C 2 CC o >ft nJ©EI»#sfcl,>. 

-r «c t> % ff wffi©» kms^s* pjr * s . 

tct^be>r^7^7> h 8**-€-<D«*1f-^CC7^ 

( c ) *»-*-A«xttD B-9--^*sfT 5BE*aa<z>e« 

(d) ^7-/7>h8 ^E^EOW^^O^KS^Jft * 

(e) ^^-T7> h 8^pJ$ft^^S»^f^--^^-- 
JO (f ) ^-/7>F8#EWE*A*bfclSSL 
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tcmn. 6 W3.-*r<DV2sE.*tfixmm j r- 

Kieissnfc-fe+a y ^ a M&©&giS5i|#jEtA>B$jfc 

?)J© ^ > ^ ccft -5 T I I >. 
[0 02 7] ^UlS^SSCCfctttt. ^S2SE-^-^'2S 
O'tf- 3 !f ©r * -fe^SlJiSlttlfiim^-^© 

[oo2 8]09tt. -fe+ayfwraffl©®^ m^r 

OM$r©^Je£iT*T0-ca.5. 09 (a) », -b + jL"; 

•9— ei*--^' 3 ^-fe+ * v f- ■< tt «cDae*s*-r 
s<t. ifw<3ttg##ftfcfc**y 7 v *tiMS*ietS!£ 

g«:g&-rs. C©i^±j^L,/c«k5tcLDAP^S^ 
APMtC^t5Ci*i-C?5. 09 (b) B. + 

•5. «c^lSSE-y--^'2» > IgJg^n/ca-iffcRI-rS-fe 

+»';f-^ft$s?:-r-cK:gs(»)^rt>n« (yes) . 

(NO) . 1f-^3tcrat>^fettT^*» y7Wt#$S£ 
Btff 0r^6S*7C©-9-— 't(CBSr«. mtf06(C 
M^Stf-;-? 6 SO' D B if-;-? 5 #SH&aEtt«£&£ 
SgSEtf--A2^<lU-CH2 + a . U 

If ©T * Hz XUWtt&Z&tt C tl (CfBST i . 
09 (c) it. ***.'J 7- 4 tfm<DW%i<D WZ^TWC 
*£. ^ISliElf--'<2*i3.— !f tt<fc 7^ g 
S**ltB0fc<t#. !f©glJ|&£jSfcrr 

[0 02 9] ife*Ji8t^-sSiElt-^<2<!:-9-->'>'3*^iS-B- 
^•SIE-9--A2 > gt^rSlf-A 1 7RZfM.W 

[0 0 3 0 ] S^(Ci'7^7> h 8. D--^5, 6 SCX 

SU/cO-r^-b** _b©#gt#*-3ft:. 

«. 2|s:*^§g$nT^^aE?gaE©t^^fflCi-C3.— if?: 

SiSTT SEBJSE©^fB(c»n^ra— if©f&a?g|© 

m$R*5^s mso* ^H^ftfeA tegs o -r * -r 
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SO^sgaElf-^'2 i©ffl«Wifi«. tgscciiffti^ 
©sSSE* Lfc&lc. Bff -JUbilff (c J: r> frbJ-i&&Stf* 
4. tWt£lZW)--^2 t©r B TC«a-tf 

h ti Z «t 5 CCtJMRftgR? S. -fe 

(iS SL (Secure Socket Layer) 
#*oe>ttT(,>-2>. 
10 [003 1 ] Bfr*fl3M*f?9fc«t>ft:tt. B§#SI©£ 
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